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closed in accordance with the practice under Ex parte Quayle, 1935 CD. 11, 453 O.G. 213. 
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DETAILED ACTION 



Continued Examination Under 37 CFR 1.114 



1 . A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1.17(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1 .17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1 .1 14. Applicant's submission filed on 15 
January 2008 has been entered. 

2. By the above submission, Claims 1, 2, 6-9, and 11-17 have been amended. No 
claims have been added or canceled. Claims 1-17 are currently pending in the present 
response. 



Response to Arguments 



3. Applicant's arguments with respect to claims 1-17 have been considered but are 
moot in view of the new ground(s) of rejection. 



Application/Control Number: 10/620,108 
Art Unit: 2137 



Page 3 



Specification 

4. Applicant is thanked for the attention to detail in correcting the various errors 
throughout the specification, particularly those not specifically pointed out in previous 
Office actions. The Examiner notes that the amendment appears to have introduced an 
additional error, as detailed below. 

5. The disclosure is objected to because of the following informalities: 

The specification appears to contain grammatical errors. Specifically, in the 
amendment at page 5 of the present response, the sentence that has been amended to 
read "Each communication operation between the terminal and the security module 
during one and the same communication operation with the security module, being 
designated to send at least the part of algorithm code or the complete algorithm code to 
the volatile memory of the security module." is now a fragment (in particular, there is not 
a clear verb). 

Appropriate correction is required. Applicant is thanked for correction of the 
errors in the specification, and Applicant's cooperation is again requested in correcting 
any additional errors of which Applicant may subsequently become aware in the 
specification. 
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Claim Objections 

6. The objections to Claims 1 , 11, 13-15, and 17 for informalities are withdrawn in 
light of the amendments to the claims. 

Claim Rejections - 35 USC §112 

7. The rejection of Claims 6, 7, 9, and 11-17 under 35 U.S.C. 112, second 
paragraph, as indefinite is withdrawn in light of the amendments to the claims. 

Claim Rejections - 35 USC § 103 

8. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

9. Claims 1-17 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Schneier et al, US Patent 5768382, in view of Obana et al, JP1 1338993 (cited on the 
information disclosure statement received 20 July 2005; an variant translation is 
provided herewith, although the translation provided by Applicant has also been 
considered). 
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In reference to Claim 1 , Schneier discloses a security module (column 1 1 , lines 
34-44; column 7, lines 38-41; column 12, lines 6-44) including a data interface that 
includes algorithm code concerning a processing of secrets (column 14, lines 19-21); an 
interface for receiving power (Figure 4D, power 27); a volatile memory storing the 
received algorithm code, where the volatile memory is cleared when the power supply is 
interrupted (Figure 4D, volatile memory 23b; column 14, lines 22-26); and a processor 
for performing the algorithm code (Figure 4C, CPU 302; column 1 1 , lines 55-57). 
However, Schneier does not explicitly disclose a power interface for receiving power 
supplied externally from a terminal. 

Obana discloses a security module (Figure 2, IC card 100) including a data 
interface that receives algorithm code concerning a processing of secrets (Figure 2, I/O 
220; paragraph 0017); an interface for receiving power (Figure 2, I/O interface 220; 
paragraph 0017, where a current supply to the IC card is mentioned); a memory storing 
the algorithm code, where the memory can be cleared (Figure 2, RAM 250; paragraphs 
0017 and 0037); and a processor that performs the algorithm code to determine a result 
(Figure 2, CPU 210; paragraph). Therefore, it would have been obvious to one of 
ordinary skill in the art at the time the invention was made to modify the security module 
of Schneier to have an interface for an external supply of power, in order to increase 
portability by providing the predictable result of allowing a power supply to be used that 
is not within the module itself, while still allowing the memory to be cleared when the 
power supply is interrupted (see Obana, paragraph 0037). 
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In reference to Claim 2, Schneier and Obana further disclose non-volatile 
memory storing a remainder of algorithm code (Schneier, column 14, lines 17-19; 
Obana, Figure 2, ROM 230 or EEPROM 240; paragraph 0036). 

In reference to Claim 3, Schneier and Obana further disclose means for 
performing authentication (Schneier, column 20, lines 15-26). 

In reference to Claim 4, Schneier and Obana further disclose receiving a 
certificate and examining a certificate, and decrypting code (Schneier, column 14, lines 
17-26; column 44, lines 30-35; column 50, lines 36-37; Obana, paragraphs 0017-0022). 

In reference to Claims 5 and 8, Schneier and Obana further disclose a memory 
managing unit and code that includes addresses (Schneier, column 7, lines 48-61; 
Obana, paragraph 0031). 

In reference to Claim 6, Schneier and Obana further disclose means for 
monitoring a predetermined security condition and clearing the volatile memory if the 
condition is fulfilled (Schneier, column 14, lines 19-26; Obana, paragraphs 0017 and 
0037). 

In reference to Claim 7, Schneier and Obana further disclose that the algorithm 
code can perform a symmetric cryptographic algorithm such as DES or an asymmetric 
cryptographic algorithm such as RSA (see Schneier, column 9, line 58-column 10, line 
1 1 , and column 1 0, lines 27-40). 

In reference to Claim 9, Schneier and Obana further disclose updating the code 
(Schneier, column 14, lines 27-34; Obana, paragraphs 0028-0033). 
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In reference to Claim 10, Schneier and Obana further disclose a chip card 
(Schneier, column 11, lines 34-44; column 7, lines 38-41; column 12, lines 6-44; Obana, 
Figure 2, IC card 100). 

Claims 1 1 and 12 are directed to a method corresponding substantially to the 
module of Claim 1 , and are rejected by a similar rationale. 

In reference to Claim 13, Schneier discloses a terminal including a data interface 
that transmits, to a volatile memory in a security module, algorithm code concerning a 
processing of secrets (column 14, lines 19-21; Figure 4D, volatile memory 23b) and an 
interface for supplying power such that the volatile memory is cleared if there is an 
interruption in the power supply (Figure 4D, power 27; column 14, lines 22-26). 
However, Schneier does not explicitly disclose a power interface for receiving power 
supplied externally from a terminal, nor does Schneier explicitly disclose that the 
algorithm code is sent for each communication operation. 

Obana discloses a terminal including a data interface that transmits algorithm 
code to a memory in a security module (Figure 2, IC card 200; paragraphs 0017-0027) 
and an interface for supplying power (see paragraphs 0017 and 0037) and that the 
algorithm code is sent for each communication operation (paragraphs 0028-0033). 
Therefore, it would have been obvious to one of ordinary skill in the art at the time the 
invention was made to modify the security module of Schneier to have an interface for 
an external supply of power, in order to increase portability by providing the predictable 



Application/Control Number: 10/620,108 Page 8 

Art Unit: 2137 

result of allowing a power supply to be used that is not within the module itself, while still 
allowing the memory to be cleared when the power supply is interrupted (see Obana, 
paragraph 0037). 

Claim 14 is directed to a method corresponding substantially to the terminal of 
Claim 13, and is rejected by a similar rationale. 

Claim 15 is directed to a method encompassing the performance of the methods 
of Claims 11 and 14 simultaneously, and is rejected by a similar rationale. Claim 16 
recites limitations corresponding to those recited in Claim 9, and is rejected by a similar 
rationale. 

Claim 17 is directed to a security module encompassing the limitations of Claims 
1 and 8, and is rejected by a similar rationale. 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Zachary A. Davis whose telephone number is (571)272- 
3870. The examiner can normally be reached on weekdays 8:30-6:00, alternate 
Fridays off. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Emmanuel Moise can be reached on (571) 272-3865. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/ZAD/ 

Examiner, Art Unit 2137 



/Emmanuel L. Moise/ 

Supervisory Patent Examiner, Art Unit 2137 



